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What is a Virtual Hard Drive?

A Virtual Hard Drive (VHD) is a Microsoft Open Specification Promise (OPS) formatted file that specifies a
file structure that allows for the simulation of physical hard disks, disk partitions, and file systems. This
allows for the installation of one of more virtualized operating systems (Guests) on a single physical
host. This is extremely useful when developing new software or piloting a new installation through
reduced hardware, power, HVAC, and space requirements.

What Types of VHD'’s exist?

There are two general classifications of VHD’s this paper will discuss. The first is a Fixed Disk. In the
fixed disk specification, the administrator specifies a file of a specified length to represent the drive size.
In this analogy, it is the same as buying a physical hard drive at the store. Whatever size you buy sets
the limitation of the maximum storage space. Most VHD’s that are created are defaulted to a
Dynamically Expanding Drive. This allows for the drive to occupy only the projected space (plus a buffer
for expansion) that is necessary for operation. As needs increase, so does the hard drive. This presents
a problem however. Since the only limitation on the expansion is the logical space in which the VHD
resides upon, they can get very large. Consider the challenge if placed on a SAN or NAS and not
monitored. Dynamically expanding drives by their nature constantly grow, even if you are trying to
shrink them. For example, if you perform a Disk Defrag to reclaim space and optimize, you will see a 5-
15 percent growth post operation. Another counterintuitive operation is the removal of software. This
will return free space to the VHD, but it may also increase the overall size of the drive as it writes to the
VHD. This results in performance and resource bloat over time.

Ensure VM Reliability and Security Prior to Deployment

As you prepare your virtual machines for deployment, please ensure you are not adding a batch of new,
unpatched, unprotected systems without appropriate anti-virus onto your corporate network; and by
extension the internet. It currently takes approximately twenty-four hours for an unpatched internet
connected machine to become located and malware installed. Be part of the solution by ensuring you
apply no less than the most recent service pack, any critical patches, and some sort of anti-virus with the
current signature files. Later in this paper we will show you how to reduce the bloat created by the
patching.

Best Practices for Reducing Guest OS Bloat
Regardless of the type of VHD you have, these steps will reduce the total size requirement. We
recommend you carefully read this section prior to doing any other operations.

Caveats and Considerations Prior to Starting
The following steps are designed to perform two functions.

e First they will performance tune your Virtual Machine at the risk of recoverability. This works
well in an academic environment, but may not in a production one.



Second we will prepare the disk for the maximum compaction possible.

Prior to executing these steps, it is recommended you do the following:

1. Back-up a copy of the VHD and setting file to a separate location. A power outage or physical
disk read/write error could create an unrecoverable issue in the VHD. No competent
administrator should perform any potentially destructive function without a known valid back-

up.

2. Evaluate all the performance steps and their risks and impacts based on your operating
environments. If you have a Pilot or Academic installation, then recovery may be less of a
consideration than if you are in a production environment.

General Guest Clean-up Operations

1.

Uninstall any unnecessary 3™ Party applications. This includes their directories left behind after
uninstall, logs, application settings, etc...).
Uninstall all Windows components not required for your virtualized system to run. For example,
games, Indexing Service, IIS, MSN Explorer, Outlook Express, Windows Messenger, etc...
Deleting Uninstall Directories from Patching. This is one of those tricky operations. Once you do
this rolling back a patch that causes you issues is problematic. Ensure they system is functioning
properly prior to doing this operation.
a. You will need to be able to locate these hidden folders. From any Windows Explorer
window go to Tools | Folder Options | View and make the following settings changes:
i. Select “Show Hidden Files and Folders”
ii. Unselect “Hide Extensions of Known File Types”
iii. Unselect “Hide Protected Operating System Files (Recommended)”

General | ¥iew | Fils Types | Offline Files

Falder views
“Y'ou can apply the view [such az Detailz or Tiles) that
you are uzing for this folder to all folders.

[ Apply to Al Folders l [ Beset All Folders

Advanced settings:
Dizplay file size information in folder tips ~
Dizplay simple folder view in Explorer's Folders list
[] Display the contents of system folders
Dizplay the full path in the address bar
[ Display the full path in the title bar
[ Da not cache thumbnails
| Hidden files and folders
O Da not show hidden files and folders
& Show hidden files and folders
[] Hide extensions for known file lypes
[ Hide protected operating m files [Recommended]
[ Launch folder windows in a separate process v

Festore Defaults

% 0k ][ Cancel ][ Apply ]




b. Navigate to the C:\Windows folder. Once there, locate the “SNTUninstall...” folder, which
you made visible in step a. The trailing portion of the folders naming convention varies from

installation to installation.

& WINDOWS
Edit

File Tools  Help

eBack .

Address |li'| CWINDOWS

View  Favorites

le /..-\JSearch | Faolders v

v|t

System Tasks

$hf_migé  $MtUninstall... $MtUninstall... $MtUninstal... $rtUninstal... $rtUninstal... $Mninstall,..

>

addins

) Hide the contents of
this Folder

Yy Add or remove
programs
Search For files ar
folders

>

Debug

>

Cursors

Connection
Wizard

>

Config

>

assembly

>

AppPatch

c. Select the SNTuninstall folders and delete them.

d. Empty your Recycle Bin.
4. Open Windows Explorer | Folder Options | View. Check the “Do Not Cache Thumbnails” option

5. Run Disk Clean-up by clicking Start | All Programs | Accessories | System Tools | Disk Cleanup
and clean up everything.

& Disk Cleanup for (C:)

Disk Cleanup I More Options |

21x|

“r'ou can use Disk Cleanup ta free up ta 787223 KB of disk
space oh [C:].

Files to delete:

[ Downloaded Pragram Files

é Temporary Intemet Files 2227 KB
#! Recycle Bin OKe
Setup Log Flles TIZKE
Temporary files Oke ;I
Tatal amount of dizk zpace you gair 2938 KB
i~ Description
I Downloaded Program Files are Active controls and Java applets
downloaded automatically fram the Intemet when you view certain

pages. They are tempararily stored in the Downloaded Program
Files folder on your hard disk. %

E Wiew Files
[ |
5 Cree_|

6. Windows uses process called Hibernation to save the running state of your system prior to
sleeping. These files can be huge. To turn off Hibernation, go to Start | Control Panel | Power

Options and disable Hibernation.

7. System Restore creates a configuration file and keeps key system files and their states just prior
to a change (e.g. Software installs, etc...). These files are be quite large so removing them saves
space at the risk of not being able to recover to a previous state. Since this is a VM and you
have tested your VM prior to this point to ensure its working correctly, this should be a low risk



operation. To change this setting go to Start | Right Click on “My Computer” | Click on
Properties | click the System Restore Tab | Check the “Turn Off System Restore” option

System Properties 2=l

General | Computer Mame | Hardware I Advanced |
System Restore Automatic Updates I Remate

<1 System Restore can track and reverse hamful changes to your

:{ computer.

[V {Tum off Spstem Festore

- Dicgk space uzage

rewe the slider to the rght toinerease or to the [eft to decrease the
amount of disk space for Spstem Festore. Decieasing the disk space
mayp redice the number of avalable restare points

[Disk space to use

fir ..Lk‘

J i

122 (B38 ME]

- Status
=3 [C:] Monitaring

0K I Cancel | Apply |

8. While in the Properties of My Computer, click on the Advanced Tab | In the Performance area,
click the Setting Button. Choose the “Best Performance” option and click OK.

Sustem Restore | Automatic Updatez Femote
General I Computer Name I Hardware Advanced

“fou must be logged on az an Administrator to make most of these changes.

— Performance
Wisual effects, processor scheduling, memory usage, and virtual memany ‘

Performance Options 2=

Wisual Effects |Advanced I Data Execn.t?n Prevenition I

[ User Profiles — Select the settings you want to use for the appearance and
Desktop setting performance of Windows on this computer,

" Let Windows choose what's best For my computer
" adjust For best appearance

I
System startup, ' Custorn:

| O Animate windaws when minimizing and maximizing -
O Fade or slide menus into view

— Startup and Rec

9. While still in the Properties of My Computer, on the Advanced Tab | Performance Setting Button
| Advanced Tab | Virtual Memory Change Button | Select the “No Paging File” option | Set.



System Properties 2=l

System Restare I Automatic pdates Remote |
General | ComputerMame | Hadware Advanced

“'ou must be logged on as an Administrator ko make most of these changes.

Wiswal effects, processor scheduling, memary usage, and virtual memory

Performance Dptions

Visual Effects  Advanced |Data Execution Prevention |

r~ Performance ‘

i~ User Profiles—

. r~Processor schedulin
Desktop setting s o ) | |

By default, the | p——

processar Jtime f Yirtual Memory 2x|
s ey st | Drive [Volume Label] Paging File Size {MB)
o Programs s

r— Startup and Rec

Systemn startup,
Memory usags —

By defaulk, the
EMOrY borun

Adijust For best |

—Paging file size For selected drive

Drive: C:
% Programs Space available: 2016 MB

= Custom size:

—Wirkual memary - Initial size {MBE}: I 1536
A paging file is 2 . . . [z
F it were RAM. Maimurn size (ME): I
Total paging file " System managsd size

—_— rTUtaI paging file size for all drives —|

10. Restart the machine. This restart should remove the hiberfil.sys and page.sys from the system.

Converting a Virtually Expanding VHD to a Fixed VHD Drive Type (if Required)
Within Windows 7, PC2007 has been integrated into the operating system. This guide will primarily
address this version, all though most practices listed would apply to the Stand-Alone Windows version
more commonly used in academia. To convert a Dynamic hard disk to a Fixed Hard disk complete the
following steps:

1. Click the Windows Start Button

2. Type Virtual PC in the search dialog to locate and then launch the application.

Programs (1)

(58 Windows Virtual PC
Documents (84)

[#] INFOTECH_261_Equipment_List_06202011.docx
| sysdata.sml

.i. creddump_bin.zip

17 See more results
l| wvirtual pc ® | Shut down | » |

3. Beginning in Windows 7, the Virtual PC environment was integrated into the OS as is represented
using a Windows Explorer metaphor.




@@v 5 b Ken » Virtual Machines - | earch Virtual Machines

File Action Help

Organize « Include in library « Share with = Burn Create virtual machine  » 8=
A B - Mew Virtual Machine lNLI
MName Machine status Memory
3 Favorites Not .
B Desktop [0 Attacker VM.vmex Powered down 2,048 MB otrunning
& Downloads a [T260XP.vhd

& Recent Places 0 IT260XP vmex Powered down 1,024 MB @ Vista Remove
Running
- . . i = Close...
Windows 7 Integration of Virtual PC [ Close... ]

PC 2007 Legacy Interface

4. To modify an existing Virtual Machine, the VM must be in a Power Down state. Once the VM is
powered down, select the VM by clicking one to highlight the instance.

5.

This will activate the Settings option (which the location differs based on the version you are running,

see item 3 above).

hare with = Burn Settings Create virtual machine Mew felder
Mame ’ Machine status Memory Primary disk Comments
[E1 Attacker VMwmaox Powered down 2,048 MB ChlUsers\Ken'\Documents...
—a IT260XP whd
(50 IT260XP wmex Powered down 1,024 MB ChUsers\Ken'Virtual Mac..  Feor Students
6. Locate the Hard drive in the setting you want to convert from Dynamic to Fixed and click on the

option on the left to display the configuration options specified.

7.

71 [T260XP - Windows Virtual PC Settings | = = |
Setting Current Value .
~~, Hard Disk 1
| Name T260%P =
23 T
Hard Disk 1 IT260XP.vhd ] ) None
Macd Dol o "

@ Virtual hard disk file:
s Hard Disk 3 Nane

—Undo Disks Enabled ChUsers\Ken\Virtual Machines\[T260XP.vhd Browse...
LﬂED“'D Drrive o Current size: 7,000 ME

T com Naone Total disk size: 7,000 ME

f? Ccomz Nane Type: Fixed

@ Metwaorking MNetwork adapters:2

%Integratinn Features Not Available

ZE2 Keyboard Full screen Create... ] [ Maodify...

? Logon Credentials Nane

[ aute Publish Mot Available

xcluse Show message

You can use Create to add a new virtual hard disk.
Use Modify to compact, convert, or merge a selected virtual hard disk.

More about creating and modifying virtual hard disks

Click the Modify Button to make changes to the existing Dynamic Expanding VHD to Fixed VHD.



g__\y Hard Disk 1
) Nane

@ Virtual hard disk file:

C\UsersiKeniVirtual Machines\IT260XP.vhd

Current size: 7,000 MB
Total disk size: 7,000 MB
Type: Fixed
Create.. ] | Modry.. |

You can use Create to add a new virtual hard disk.
Use Madify to compact, convert, or merge a selected virtual hard disk.

More about creating and modifying virtual hard disks

8. This will display the Virtual Hard Disk conversion Wizard. Select the Convert Button.

-
./ BN Modify virtual hard disk:
\J————

Convert virtual hard disk type

Virtual hard disk properties

File: ChUsers\Ken\Wirtual Machines\IT260XP.vhd
Size: 7.000 ME
Type: Fixed size

You can convert a dynamically expanding virtual hard disk to a fixed virtual hard disk,
ar the oppaosite,

Compacting an Expanding VHD to recovery Unused Space and Reduce Overall
Size

During normal use of a Virtually Expanding Hard Disk they will grow. Since this growth is by default a
one way operation, many normal day to day administrative tasks will cause this to occur. For instance,
during the defragmentation of a hard drive, files are moved, reassembled, and rewritten to the disk.
Since there is no upper limit on the disk and the default operation is to write these files to available
space during the operation, this can quickly expand a drives size with virtually no visualization of the
growth process from the defragmentation screen. As we know, the larger hard disks can cause
performance issues in these virtualized environments. To reclaim the bloated space and improve
performance you must perform a Compacting or Compression operation.

Performance Tuning Prior to Compaction
In order to get the maximum compression possible for your VHD, will need to put it on a diet. This diet
will consist of removing unnecessary default files, adjusting space wasteful performance and recovery



options, and deleting patching uninstall files. For guidance on how to accomplish this, please review the
“General Guest Clean Up Operations” earlier in this guide.

Compacting the VHD

To prepare for compacting the VHD there are a few last minute housekeeping operations that you
should perform to ensure the maximum rate of reduction. Simply deleting a file will not allow the VHD
to be compacted to a smaller size. You must zeroize the file tip headers, which the “precompactor”
application reads as safe for compaction. The following steps have provided me the best reduction
rates. All tools listed are OpenSource / Free. While there are other tools that may claim to get better
reduction rates, their cost vary from oder $30.00 to over $100.

1. Empty the Recycle Bin.
2. Run Disk Clean-up by clicking Start | All Programs | Accessories | System Tools | Disk Cleanup
and clean up everything. (If you did this as a predatory step, you may continue on).

[ oisk Cleanupfor ) —

Digk. Cleanup I Mare Options I

ou can uze Disk Cleanup to free up to 787 223 KB of disk
space on [C:].

I Filez to delete:
Downloaded Program Files

é Temporany Internet Files 2227 KB
2 Recycle Bin OKB
Setup Log Files 712KE
E Temparary files 0KE LI
Total amount of disk space you gain: 2938 KB
— Description
I Downloaded Program Files are Active controls and Java applets
downloaded autamatically fram the [ntermet when pou view certain

pagez. They are temporarily stored in the Downloaded Program
Filez folder on your hard disk. %

E “Wiew Filez |
oK I Cancel |

3. Defragthe Hard Drive using the Windows Defrag utility. Click Start | All Programs | Accessories
| System Tools | Defrag. Defrag the Drive(s) associated with the VM

4. On the Virtual Machine download and install the latest copy of Eraser from the authors’ site,
located at: http://eraser.heidi.ie/ This is a free tool.

5. Launch Eraser and click on the Setting Option. Set your options as displayed below.


http://eraser.heidi.ie/

' Eraser

EErase Scheduls | m‘:’-ettlngs

Settings

Shell integration

User interface language: English A |

Integrate Eraser inko Windows Explorer

Erase settings

Default file erasure method: |uS DoD 5220.22-M (5-306./E) (3 passes) v |

Default unused space erasure method: |Pseudorandom Data (1 pass) hd |

Randomness data source:

[¥]Force lacked files to be unlocked For erasure

[CIreplace erased files with the Following files to allow plausible deniability Add File, ., Add Falder, .. Remove

6. Right click on My Computer | Eraser | Erase Unused Space | Yes

File Edit ‘Wew Favorites Tools  Help

€ ) (=] lﬁ /__\J Search ||~ Folders v

fddress | 5 My Computer

Files Stored on This Computer
System Tasks

s
Yiew system information ‘F;J Shared Documents
|

(LY Add or remove programs -
Ba Change a setting s

”J BadGuyl's Documents

|
Other Places
\a My Metwork Places Hard Disk Drives
@ My Documents
) shared Documents ﬁh PTG
[} Cortrol Pane| Open

Explore
Dewic  J=arch...

Details S @ Eraser 4
Local Disk {C:} t Sharing and Security... é
1 aral Nicl .

7. Once complete, restart the Virtual machine and logon to ensure the VM is operating correctly.
8. Shut down the Virtual Machine.

9. The Virtual Disk Precompactor is the prep utility which releases free space making it available for
elimination from the file by the Virtual Disk Wizard. On the Virtual PC Menu go to CD/Capture ISO
Image, and Browse to C\Program FilédVlicrosoft Virtual PO/irtual Machine Addition¥irtual Disk
Precompactor.iso

a. If the mounted disk does not autoplay, go to My Computer and double click on the mounted
disk.

b. You should be prompted with “Would you like to prepare the virtual disk(s) for
compaction?”. Click Yes. The process will run for several minutes. You will be notified upon
completion.



¢. Shutdown the Virtual Machine once complete.

10. In the Virtual Machine menu, select Tools | Settings | {Select the Hard Disk to Compact} |
Modify | Compact Virtual hard Disk | Compact

Organize = [l Open ~ Share with = Burn Settings Create virtual machine New folder

1 Attacker VM - Windows Virtual PC Settings ‘ =1 P
Setting Current Value .
-~ Hard Disk 1
| name Attacker VM =g
B Memory 2,048 MB
(s Hard Disk 1 AttackerHD.vhd ) Mone Fi\User:
g Hard Disk 2 Hone @ Virtual hard disk file:
Hard Disk 3 MNone
)
o Undo Disks Disanled C:\Users\Ken\Documents\My VMs\AttackerHD.vhd
l—JﬁDVD Drive D Current size: 7,249 MB
' com None Total disk size: 12,000 MB
1
T comz None Type: Dynamic
“-T MNetworking Metwork adapters:1

By, Integration Features Auto Enable

eybosre Fullscreen

7 Logon Credentials Hor
5 auto Publish Not{
W Close sh -
@ﬁ Madify virtual hard disk

Choose the action to perform on the virtual hard disk

< Compact virtual hard disk
Compacting a dynamically expanding virtual hard disk reduces the size of the
wvirtual hard disk file as much as possible.

% Convert to fixed disk type
The virtual hard disk file will be expanded to the maximum size set for the
dynamic virtual hard disk. The size of the fixed virtual hard disk will not change

| Attacker VM.vmex r 1
L [ M when data is added or deleted from it.
-

Transporting VHD’s using Removable Media

When transporting the VM to the host machine, you may run into a situation where the hosts will error
when copying the VHD even though there is enough space on the host hard drive. If you are copying the
VHD to a Windows XP system this is a common occurrence. Please review Microsoft KB Article 955704,
Description of the exFAT file system driver update package located at:
http://support.microsoft.com/kb/955704 This article details the issue and provides you a patch to
install on your XP Sp3 machine to resolve this issue. In the case of Flash media, you may need to install
the patch on the machine you built the VHD on so that you can format the Flash Media to support exFAT
format prior to transfer.



http://support.microsoft.com/kb/955704

Format KINGSTON (J)

Capadty:

[3.6568 -
File system 1
[expar -

Allocation unit size
[32 kiobytes -]

Volume label
KINGSTOMN

Format options

Quick Format
[ create an M5-DOS startup disk




